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Subject: Information technolog y -- Security measures -- United States. Excerpt: . . . Information Technolog y Security Training  Requirements
Second, the critical diHerences between Training  and Education are oIen overlooked. Education is clearly identified in this new model as a
separate learning  level, while recog nizing  that the education levels applicability is limited to an org anizations desig nated IT security
specialists. Providing  formal education to this g roup is outside the purview of most Federal ag ency training  prog rams - with some notable
exceptions among  national security-related ag encies. This document takes the view that education ( as disting uished from training  ) and
associated on-the-job experience are essential for IT security specialists to be able to fulfill their roles in an eHective manner. The provision of
specific criteria for the education level is beyond the scope of NISTs mandate and, therefore, is beyond the scope of this document. Provides
an integ rated framework ( planning  tool ) to identify training  needs throug hout the workforce and ensure that everyone receives appropriate
training . The model presented in this document relates job function to required IT security knowledg e. This allows manag ers to identify the
training  needed to fulfill their IT security responsibilities, to understand the consequences of denying  or deferring  training , and to plan and
schedule training  according  to org anizational priorities. Provides a course development tool. Course developers can readily identify the
learning  outcomes expected for individuals in various roles with varying  responsibilities. This will facilitate the development of IT security
course material targ eted to the needs of the Federal workforce and will encourag e the development of plug  and play train. . . This...
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