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T HE T ANGLED WEB (PAPERBAC K)  

No Starch Press,US, United States, 2011. Paperback. Condition: New. Lang uag e: Eng lish . Brand New Book ***** Print on Demand *****.
Thoroug h and comprehensive coverag e from one of the foremost experts in browser security. --Tavis Ormandy, Goog le Inc. Modern web
applications are built on a tang le of technolog ies that have been developed over time and then haphazardly pieced tog ether. Every piece of
the web application stack, from requests to browser-side scripts, comes with important yet subtle security consequences. To keep users safe,
it is essential for developers to confidently navig ate this landscape. In The Tang led Web, Michal Zalewski, one of the world s top browser
security experts, oBers a compelling  narrative that explains exactly how browsers work and why they re fundamentally insecure. Rather than
dispense simplistic advice on vulnerabilities, Zalewski examines the entire browser security model, revealing  weak points and providing
crucial information for shoring  up web application security. You ll learn how to: Perform common but surprising ly complex tasks such as URL
parsing  and HTML sanitizationUse modern security features like Strict Transport Security, Content Security Policy, and Cross-Orig in Resource
Sharing Leverag e many variants of the same-orig in policy to safely compartmentalize complex web applications and protect user credentials in
case of XSS bug sBuild mashups and embed g adg ets without g etting  stung  by the tricky frame navig ation policyEmbed or host user-supplied
content without running  into the trap of content sniffing  For quick reference, Security Eng ineering  Cheat Sheets #157; at the end of each chapter
oBer ready solutions to problems you re most likely to encounter. With coverag e extending  as far as planned HTML5 features, The Tang led
Web will help you create secure web applications that stand the test of time.
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