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Sp yware Detecti on 

By Shaban, Fadel O.

Condition: New. Publisher/Verlag : LAP Lambert Academic Publishing  | Using  Data mining  for
Windows Portable Executable Files | Malware represents a sig nificant problem that threatens the
security of computer systems. Spyware is one of the recent types of malware that represents a
serious threat to confidentiality. The traditional approaches using  sig nature-based to detect
spyware prog rams fails in detecting  new and unknown spyware. Many of the malware detection
techniques which work well in detecting  malware are not investig ated in terms of spyware
detection. In this research, we investig ate the spyware detection by using  data mining
techniques based on mining  Application Prog ramming  Interface (API) calls. 2084 spyware and
1065 benig n windows Portable Executable (PE) file samples were collected in order to create
binary data set. API call statically extracted from binary file, then g enerate a set of features and
features selection was performed, these features are then used to train a classifier. We evaluated
a variety of classification alg orithms. The accuracy and the area under ROC curve are used for
the evaluation of classifier performance. The results show that we achieved an overall accuracy
of 98.09%  with an area under the ROC curve of 0.995. | Format: Paperback | Lang uag e/Sprache:
eng lish | 92...
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R e vie ws  

Unquestionably, this is actually the g reatest function by any writer. We have g o throug h and so i am confident that i am g oing  to g onna read throug h
once more once ag ain later on. I am just happy to explain how this is actually the very best book i have g ot g o throug h during  my individual
existence and mig ht be he g reatest ebook for ever.
-- Wilbe rt C o nne lly     

Complete information for publication fans. Better then never, thoug h i am quite late in start reading  this one. Its been written in an extremely
straig htforward way in fact it is just soon after i finished reading  this ebook in which basically altered me, chang e the way i believe.
-- Ellie  Sta rk   
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