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Packt Publishing  Limited, United King dom, 2017. Paperback. Condition: New. Lang uag e: Eng lish . Brand New Book ***** Print on Demand
*****.Master the art of exploiting  advanced web penetration techniques with Kali Linux 2016.2 About This Book * Make the most out of advanced
web pen-testing  techniques using  Kali Linux 2016.2 * Explore how Stored (a.k.a. Persistent) XSS attacks work and how to take advantag e of
them * Learn to secure your application by performing  advanced web based attacks. * Bypass internet security to traverse from the web to a
private network. Who This Book Is For This book targ ets IT pen testers, security consultants, and ethical hackers who want to expand their
knowledg e and g ain expertise on advanced web penetration techniques. Prior knowledg e of penetration testing  would be beneficial. What
You Will Learn * Establish a fully-featured sandbox for test rehearsal and risk-free investig ation of applications * Enlist open-source information
to g et a head-start on enumerating  account credentials, mapping  potential dependencies, and discovering  unintended backdoors and
exposed information * Map, scan, and spider web applications using  nmap/zenmap, nikto, arachni, webscarab, w3af, and NetCat for more
accurate characterization * Proxy web transactions throug h tools such as Burp Suite, OWASP s ZAP tool, and Veg a to uncover application
weaknesses and manipulate responses * Deploy SQL injection, cross-site scripting , Java vulnerabilities, and overflow attacks using  Burp Suite,
websploit, and SQLMap to test application robustness * Evaluate and test identity, authentication, and authorization schemes and sniJ out
weak cryptog raphy before the black hats do In Detail You will start by delving  into some common web application architectures in use, both in
private and public cloud instances. You will also learn about the most common frameworks for testing , such as OWASP OGT version 4, and
how to use them to g uide your efforts. In the next...
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